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Summary:
• Seth Carmody is the Vice President of Regulatory Strategy at MedCrypt. Drawing on his 

12 years of medical device experience, Seth provides strategic direction for 
cybersecurity products and services for the regulated medical device market.

• Prior to MedCrypt, Seth spent 8 years at FDA, architecting technology policy and laws 
that impact software -enabled medical devices; namely, the FDA’s medical device 
cybersecurity policies and what would become the Consolidated Appropriations Act of 
2022. Seth’s industry leadership and strategic direction extends to several high -profile 
industry frameworks including the Joint Security Plan (HSCC), MITRE’s Rubric for 
Applying CVSS to Medical Devices, and MDIC’s Playbook for Threat Modeling Medical 
Devices. Seth has authored several papers including Building Resilient Medical 
Technology Supply Chains with a Software Bill of Materials and Why Healthcare 
Cybersecurity is Hard: Understanding the Constraints of Healthcare Cybersecurity. Seth 
has also won industry awards including the (ISC)2 Information Security Leadership 
Award, the Archimedes Center for Medical Device Security’s Leadership in Cybersecurity 
award, and the FDA Commissioner’s Special Citation.

• In addition to manifesting more resilient healthcare infrastructure, Seth is currently 
interested in quantifying ROI for cybersecurity investments and advocating for a new 
regulatory model for medical devices. He aims to deliver the promise of emerging 
technology to transform healthcare while balancing public safety.

• Seth received his PhD from Indiana University where he studied the chemical synthesis 
of peptidoglycan probes in the pursuit of novel antibacterial drugs.
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The 6 Constraints of Healthcare Cybersecurity
1. Healthcare optimizes for healthcare features, not security 

features

2. Security debt accrues and problems manifest for 
consumers of healthcare technology

3. Adversaries exist, therefore healthcare must also 
optimize for security

4. Security is a technical deep discipline

5. Regulatory oversight is fractured

6. Regulatory models are for pills not computing systems
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Cybercrime – Understanding the Scope

https://www.sans.org/blog/the-new-financial-
metric-for-cybersecurity/ 

Global Cybercrime Impact:
• Estimated ~$8T
• 2025 est. ~$10.5T

Cybersecurity Spending:
• ~$188B
• Growth ~11%/yr
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https://www.sans.org/blog/the-new-financial-metric-for-cybersecurity/


6
FDA



Regulators’ and Lawmakers’ Response
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SEC Rule

Looking  a t  the  Big  Pic ture

Rules on Cybersecurity 
Risk Management, 
Strategy, Governance, 
and Incident Disclosure
• Report material cyber 

incidents within 4 days.
• Report when immaterial 

cyber incidents become 
material in the aggregate.

• Policies for management 
of cyber risks. 

• Describe cyber risk 
governance. 

WH Security Strategy

A Path to Resilience in 
Cyberspace
• Meet needs of national 

security and public safety.
• Shift liability onto those 

entities that fail to take 
reasonable precautions.

• Enhanced cooperation 
between CISA and critical 
infrastructure.

• Coordinated cyber 
defense operations.

CISA Security Strategy

Secure-by-Design and 
Secure-by-Default
• Embrace transparency 

and accountability. 
• Build organizational 

structure and leadership. 
• Meetings with company 

executive leadership.
• Importance of security to 

business success. 
• Use a tailored threat 

model during 
development.

Moving away from user-owned security – “shift left” and “shift up”





Cyb e rs e c urity Prog ra m Ob je c t ive :
“Provid e  Re a s ona b le  As s ura nc e  of Pa t ie n t  Sa fe ty”

Follow Secure 
Development 

Lifecycle

Apply Security 
Practices and 

Principles

Plan & 
Perform 

Postmarket 
Security 

Management

Ob je c t ive s :
1. Se c ure  Life c yc le s : Re d uc e  the  numb e r a nd  s e ve rity of vulne ra b ilit ie s
2 . Ris k Ma na g e me nt : As s e s s  for a nd  fix vulne ra b ilit ie s  with  h ig he r ris k
3 . De fe ns e  in  De p th : Re d uc e  a t ta c k s urfa c e , ma in ta in  s e c urity p os ture



Risk Traceability

Postmarket Management

Test 
Planning

Cybersecurity Principles and Practices

In te g ra t ing  Cyb e rs e c urity in to  your QMS

Cybersecurity Governance Market Requirements

Cybersecurity Requirements

Architecture & Design

Implementation & Integration

Regulatory Approval / Production Transfer

Postmarket Surveillance Postmarket Update

Integration 
Testing

Risk 
Management

Threat 
Modeling

Vulnerability 
Management

Residual Risks
Verification 
& Validation

Mitigation Communication
Release Distribution

Monitoring CVD
Triage Risk Assessment

IR

Documentation
SBOM MDS2

Security 
Instructions

Pen Testing

Measures 
& Metrics



Secure Software Development Lifecycle 
(SSDLC)

Various Secure Software Development 
Lifecycle (SDLC) models exist. However, 
many are not suited outside of the pure 
software space and may not be helpful 
to meet medical device regulator 
expectations; others are misguided or 
overly simplified.
The H-ISAC approach seems to be the 
most appropriate model to adopt in the 
medical device space and can be used 
as a basis for a Secure Product 
Development Framework (SPDF)

https://h-isac.org/medical-device-cybersecurity-
lifecycle-management/

https://h-isac.org/medical-device-cybersecurity-lifecycle-management/
https://h-isac.org/medical-device-cybersecurity-lifecycle-management/


Cyb e rs e c urity: Curre nt  Sta te  vs . De s ire d  Future  
Sta te

1 2 3 4 5

Security events will 
be addressed as 

they are detected.

External controls 
will reduce the 

number of events.

Mitigation based on 
findings and risk 

prioritization.

Best possible 
security posture at 
the time of release.

Reasonable assertion 
of continual protection.

Operator Responsibility

Manufacturer Responsibility

Least Secure 
Posture;

Highest Total Cost 
of Security

Most Secure 
Posture;

Lowest Total 
Cost of Security
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Where are Your Chemistry  Security  Catalysts?
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Security

You are here

You have to be here
FDA is here

SEC is here

AI is here

Economic challenges



Who is  g oing  to  d o  the  work?



The Data Set



Reject, Redesign to eliminate
Reject, Apply standard mitigations
Reject, Develop new mitigations
Accept vulnerability in design
Accept and monitor in the field
Reject and sunset device



1. Reasonably safe and effective
2. Benefits outweigh the risks





Thank you!

seth@medcrypt.com 

mailto:seth@medcrypt.com
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