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* Applicable regulations and standards

* Considerations for QMS strategy

 Consistent approach to lifecycle for device and non-device software
 Example QMS strategy
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Device and non-device types

Medical Device with Software as a Medical

/ Non-device soﬁware\

Connected Drug

Well established and well
understood regulations,
standards, and guidance
documents

May or may not be
possible to update the
software once the device
leaves the production line

Must enable and be
designed

for implementation of end-
to-end, state-of-the-art
security and data privacy
protection measures

May or may not be
possible to update the
software once the device

embedded software Delivery Device with Device (SaMD)
(SiMD) embedded software
(SiMD)

Must be designed to cater
for patient safety, end-to-
end and state-of-the art
security, data privacy,
and data integrity aspects

Frequent modifications in
response to real-world
performance and user
feedback

Software product not
regulated as Medical
Device and not subject to
other explicit health
authority regulation or
expectations

Other than that, same
characteristics as SaMD
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Applicable regulations and standards

- in the context of standalone software products. Non-exclusive.

Non-device and device Device
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Applicable regulations and standards

- in the context of standalone software products. Non-exclusive.

Non-device and device

INTERNATIONAL

STANDARD

Hoalth softwaro.

Part 1: General requirements for product safety

Logiciels de santé —

Partie 1: Exigences générales pour In sécurité des produits

TECHNICAL
SPECIFICATION

1SO/TS
82304-2 INTERNATIONALI

1S0O
STANDARD 81001-1

Health software —

Hecalth software and health IT systems
safety, effectiveness and securily —

Part 2
Health and wellness apps—Quality
and reliability

e
Principles and concepls

PROOF/E

Contains Nonbinding Recommendations

General Wellness:
Policy for Low Risk Devices

Guidance for Industry and

Food and Drug Administration Staff

Document issued on September 27, 2019,

Document originally issued on July 29, 2016.

ns about this document, contact the Division of Digital Health by c-mail at

U.S. FOOD & DRUG

INTERNATIONAL ISO/1EC/
STANDARD ICEE
20002

for the application of ISO 9001:2015
to computer software

e O G E e e ey P pnieamen As T

Is your software a

Medical Device?

Medical Device

MosicalDevies Coordnation Grop Document

MoCG 2019

MDCG 2019-11

of Softwaro in jon (EL
and Regulation (EU) 2017/746 - IVDR

October 2019

ion and Classification

Contains Nonbinding Recommendations

Policy for Device Software Functions
and Mobile Medical Applications

Guidance for Industry and
Food and Drug Administration Staff

Document issued on September 27, 2019,
Document originally issued on September 25, 2013,

‘This document supersedes “Mobile Medical Applications” issued February

ulated devices, confact the Division

Device

FINAL DOCUMENT

International Medical Device Regulators Forum

Title: Softwace as a Medical Device (SaMD): Application of Quality
Management Sysiem

Authoring Group: IMDRF SaMD Working Group

Date: 2 October 2015

P IMDRF 52322 e Forum

TVDRF/SaVD WG/NT3 FINAL: 207

A Risk-Based
Approach to Regulated

Mobile Applications

ulaed devices, contact the Offic

For questions abou this documer BE
et (OCOD) at 1-800-835-4709 or 240-402-54

Communication, Outreach, and Dev

Contins Nonbinding Recommendarios
Clinical Decision Support Software

Guidance for Industry and
Food and Drug Administration Staff
Document ssucd on September 28,2022,

‘The draft of this document was issued on September 27, 2019.

Digital Health via sl F
reanding CBER.regulatd devices, contact the Office of Communication, Outeach, and
354709 or 240-402-8010,or by exnil

‘Center for Drug

i Research, Food and Drug Ad 10903 New s

Ren. 6158, Silve Sprinz, MD 20993-0002, 301-796-8936. For questons about this docurment
regaring combination products, contac th Office of Combination Products at
ination@fd gov

Tite:

Due:

IMDRF 5 56 o

Final Document

“Software a o Medical Device™ Pssible Framowork for

Risk Cregorzaion

18 September 2014

Conesponding Consideraons

Awtboriag Group: IMDRF Software 2  Meical Device (S4MD) Working Gro

J Content of Premarket Submissions for
Management of Cybersecurity in
Medical Devices

Guidance for Industry and Food and
‘ Drug Administration Staff

Document Issued an: Octaber 2, 2014

‘The draft of this document was issued on June 14, 2013,

ofDe 3017965550 0r
Office of Conmusication, Outeach and Development (CBER) a 1.800-835-4709 or 240-402-7500.

mentof
rpeuts Goods Adniisration

Classification of active medical
devices (including software-based
medical devices)

Industry guidance

Version 1.0, October 2021

Medical Device

Contains Nonbinding Recommendations

Postmarket Management of
Cybersecurity in Medical Devices

Medical Devics Coordnation Group Documant TDCG 2019-16

Guidance for Industry and Food and
Drug Administration Staff
Document ssued on December 28, 2016.

The draft of this document was issued on January 22, 2016.

. Bldg. 66,

Silver Spring, MD

MDCG 2019-16
Guidance on Cybersecurity
for medical devices

December 2019

Software as a Medical Device (SAMD):
Clinical Evaluation

Guidance for Industry and
Food and Drug Administration Staff

Document issued on December 8, 2017.

‘The draft of this document was issued on October 14, 2016.

ontactthe Offce of the Center Dirsctor at 301-796-6900
Program at digitalhealth@fda hss gov

For questions sbout this document,
or the Digital Hea
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Considerations for QMS strategy

e Software may start as non-device but can later have
device functions added

e Software may stay non-device

* Software may be device but under enforcement
discretion

 Lighter pathway for non-device...device requirements
are complex and market authorisation by Health
Authorities not relevant

e \We want to avoid rework
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Considerations for QMS strategy

4
L * Option 1 or 2 for physical
Common process for physical _ devices and SaMD

devices and software (SaMD
and non-device):

* the different pathways/
interpretations/deliverables
for each must be built in

* Include non-device software
in the existing process for
GxP-regulated software/IT

3
Different process, SOPs,
templates for each product type
Separate process for physical

* leverage processes applyin
devices, common process for gep PPTYIng

SaMD and non-device software aRcrqss e.(t:gI:I, Manggeme:\t
with built-in flexibility: eview, Change Control,

. . . CAPA, Complaint Handling,
pre-(!e.flned basic level Recall, Customer Service
* Specified add-ons for SaMD

2
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Consistent approach to lifecycle for device and
non-device software

Operation &
Maintenance

Planning &
Analysis

Retirement

Development Deployment

Define Intended Risk Analysis Document software Verification Deployment to App Plan continuity Inform stakeholders,
Use » safety and security architecture Stores or websites incl. information to end

Validation . Pay attention to Define recall process users on how to safely
Specify product Plan Usability Manage content metadata in App and securely dispose the
requirements Engineering items, incl. Stores - Medical Continuously product and Personal
* use and system Promotional Material, vs. Health/ communicate safety issues (Health) Data

Observe any company Data Privacy Consent, Wellness and security vulnerabilities
Plan software visual identity / IFU Decommissioning and
development design requirements Train Customer Provide Release Notes archival of data, records,
Coding Service source code
Vigilance

Risk Management

Configuration Management

Problem Management

AFDO HEALTHCARE
PRODUCTS
AMAUS] COLLABORATIVE
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Example QMS sirategy

Management Review
Change Control

CAPA

Postmarket surveillance % L g %MM@ - M

Customer Service

/ Medical Device Wm / Software as a \ mlon-device softwars

embedded software Medical Device

For software products
intended to later include
device functions:

Establish and manage
(SiMD) (SamD) according to the process

' = for SaMD — with certain
exceptions

Own process, set of y ‘
SOPs, and 22 Own process, set of
templates SOPs, and templates

Own process, SOP,
and templates

Separate ISO 13485, 4" " Separate ISO 13485
EU MDR, and MDSAP <" /&, “@® and EU MDR
certificates for the N certificates for the

product type BRI product type

Mandatory QA
approval of risk
management
deliverables
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For software products

intended to later include

Example QMS strategy i

Not required for non-device software:

YVVVYYVY

A\

Establish and manage
according to the process
for SaMD — with certain

exceptions

Analysis and Conclusion of Market Feedback
Clinical Evaluation Planning and Reporting
Human Factors Engineering Planning and Reporting

UDI assignment and registration of UDI in databases
Post-Market Surveillance Plan; post-market activities are
however expected

Labelling — replaced however by Accompanying
Documents, including Instructions for Use (IFU)

Market authorisation by Health Authorities
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Q&A
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